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INTRODUCTION 
When you work for an innovative company, getting quality 
software out the door quickly will always be a top priority. 
Over time, however, when decisions are made to favor speed, 
without considering cost, it doesn’t take long for expensive 
technical debt and waste to accumulate. 

Software engineers are making decisions every day that have 
an impact on the AWS bill, yet at many companies, they are 
rarely asked to consider the cost of those decisions. 

Luckily, cloud cost optimization when applied during the 
development process can help engineering teams face these 
challenges proactively. Many people think of shaving money off 
their bills by reducing waste, rightsizing, or purchasing upfront 
capacity when they hear “cost optimization.” Unfortunately, 
this approach to cost optimization is reactive and requires 
buy-in from management, prioritization from the product team, 
and time is taken from new feature development. Oftentimes, 
making retroactive optimizations can take a lot of planning and 
dedicated resources, which negates the impact of making the 
changes at all. In reality, companies need to incorporate cost 
optimization into their software development life cycle in order 
to be successful. Ultimately this approach can lead to savings 
that are orders of magnitude greater than the traditional 
reactive approach that has the added benefit of increasing 
engineering productivity as well. 

When engineers think about cloud costs as a part of the 
DevOps workflow, they can build software with a cost 
optimization mindset and avoid technical debt. Proactive 
thinking, or fixing something in the moment, is always cheaper 
than letting tech debt pile up. 

Whether companies have already accumulated costs, or are just 
getting started with AWS, this eBook will cover some practical 
steps teams can take to optimize their AWS bills for the long 
haul. We’ll focus on how teams can set themselves up for 
success, as well as address common areas of technical debt. 
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https://www.cloudzero.com/blog/how-to-develop-a-cloud-optimization-strategy


PRACTICAL STEPS TO REDUCE YOUR AWS BILL 3

ABOUT 
AUTHOR 
MATT MANGER is the Co-founder 
of CloudZero. Today, where he 
works with innovative companies 
of all sizes, helping them better 
understand their AWS bills 
and how they align with their 
businesses. Prior to his time at 
CloudZero, Matt spent 14 years 
working in customer success and 
technical services roles at various 
software companies in the Boston 
area. Before his career in tech, 
he served seven years in the Air 
Force working in the information 
operations space as an Engineer 
and Ops Lead. When he’s not 
dedicating his time to AWS bills, 
Matt is spending time with his 
wife and twins at his home in 
Central Massachusetts.

CloudZero delivers relevant cloud cost 
data about products and features to 
the engineers responsible for building 
them. Using machine learning, CloudZero 
automates manual cost management 
work, detects cost anomalies, and boosts 
AWS tagging coverage. With CloudZero, 
innovative companies can proactively 
reduce cloud costs, control their margins, 
and eliminate billing surprises. 

CLOUD SPENDING STARTS WITH ENGINEERING. 
CONTROLLING IT STARTS WITH CLOUDZERO. 
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SETTING YOURSELF 
UP FOR SUCCESS 
WITH AWS 

The first steps in the optimization process involve setting the 
organization up for success – ensuring that the right configurations are 
in place and the right data is available when the team is ready to start 
focusing on costs. 

Use AWS Organizations
To start off, if you’re not using AWS Organizations and consolidated 
billing, consider implementing these tools. AWS Organizations 
enables teams to automate account creation, create groups of 
accounts to reflect business needs, and apply policies for these 
groups for governance. The consolidated billing feature within AWS 
Organizations lets teams consolidate payments for multiple AWS 
accounts. These steps will help you stay organized and consistent.

https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
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Create Separate AWS Accounts for Production and Development
Second, consider creating different AWS accounts for production and development. AWS will 
recommend going even further by creating separate accounts for each environment, segmented 
by feature or product. While that practice can simplify understanding of cloud spend, it can 
be challenging to manage at scale. As a general rule, separate out production workloads 
from development at a minimum. Based on organizational requirements, teams may decide to 
segment further.

Create a Company Tagging Policy
Next, focus on establishing a company tagging policy. Tagging will enable teams to identify, 
organize, filter, and search for resources within AWS. Tagging works best when there’s  
a company policy that sets expectations for engineering teams. There are many ways to  
make this process less manual by incorporating standard tags into your Terraform or 
CloudFormation templates. 

Once the team has started tagging its infrastructure, activate important tags with cost 
allocation tagging, so they can be used with AWS Cost Explorer or cost management vendors. 
For example, enabling “AWS-Generated Cost Allocation Tags” creates a useful tag called 
“aws:CreatedBy” that shows which IAM roles are creating resources. 

Set Yourself Up for Success

Billing Dashboard - https://console.aws.amazon.com/billing/home?region=us-east-1#/

Create different AWS accounts 
for production and development

Create a corporate tagging policy 

Create a Cost & Usage Report

Configure cost allocation tagging 
to maximize Cost Explorer value

Leverage AWS Organizations and 
consolidated billing

https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
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Create an AWS Cost & Usage Report
Finally, create an hourly AWS Cost 
& Usage Report (CUR). Even if your 
organization is not planning to think 
about cost optimization for another six 
months, the majority of the cost vendors 
need to ingest CUR data. AWS doesn’t 
back-populate this data—so having it 
ready is helpful and doesn’t cost much. 
When creating an hourly CUR, check 
the “Include resource IDs” checkbox 
and leave the rest as defaults. 

For the level of granularity that many cost 
management vendors (like CloudZero) need, 
you may want to turn your setting to: 

  Time Granularity: Hourly
  Report Versioning: Create New  

Report Version
  Compression: GZIP
  Include Resource IDs: ON
  Data Refresh Settings: Automatic

Tagging: Easier Said Than Done
For most organizations, tagging is a critical component of 
managing their cloud spend. If only it were easy to enforce! 
The first step to creating a tagging policy is to start setting 
expectations for engineering teams. The three most common 
tags on which to standardize are:

  Aligned with the service or application a resource supports
  Corresponding to the environment the resource is being 

deployed into
  Identifying what person or team is responsible for the resource

Most development teams leverage some CI/CD and/or 
infrastructure-as-code tools, which are  great ways to tag 
newly created resources. Unfortunately, there’s usually  
a manual process involved in tagging existing resources 
(starting with the most expensive ones). Throughout this 
process, don’t forget to tag supporting resources (such as 
EBS volumes or snapshots associated with EC2 instances). 
For teams looking for help to maximize existing tags, there are 
tools like CloudZero that can help boost existing tag coverage.

THERE’S USUALLY A MANUAL PROCESS INVOLVED IN TAGGING 

EXISTING RESOURCES (STARTING WITH THE MOST EXPENSIVE ONES).

https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policies-getting-started.html
http://www.cloudzero.com
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Quick Wins in the AWS Console
There are many useful features within AWS Cost Explorer for visualizing costs. For example:

  SAVINGS PLANS AND RESERVED INSTANCE (RI) TOOLS:  Use these to plan and manage reserved 
capacity, which can save up to 75 percent on the hourly rate compared to on-demand pricing.

  THE BUDGETS CONFIGURATION SCREEN: If the company’s environment is relatively static and the 
team has good account segmentation, this resource can be helpful. However, it can quickly  
get complicated with different teams building different features.

  AWS COMPUTE OPTIMIZER:  A relatively new tool offered out of the EC2 area, AWS Compute 
Optimizer is a great resource to help identify EC2 waste by performing the typical right-
sizing activities.

  Other AWS services help with understanding and optimizing infrastructure, namely Config 
and Trusted Advisor.  Config helps inventory your resources and Trusted Advisor provides 
proactive recommendations to help optimize your AWS environment. Unlike the free resources 
listed above, costs for these services can add up depending on your environment.  

https://aws.amazon.com/savingsplans/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ri-recommendations.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-create.html
https://aws.amazon.com/compute-optimizer/
https://aws.amazon.com/config/#:~:text=AWS%20Config%20is%20a%20service,recorded%20configurations%20against%20desired%20configurations.
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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AVOIDING COMMON 
ARCHITECTURAL WASTE 

Like any tech debt, some choices may have 
made sense at the time or been a quick fix to 
an urgent problem, but aren’t scaling with the 
business. These things aren’t necessarily quick 
to fix and have to be planned out, just like any 
other tech debt reduction activity.

So why does cost tech debt build up?

  There are always time constraints on 
engineering and usually competing 
priorities.

  Engineers don’t have visibility into the cost 
of features they’re building, or the tools to 
give them relevant and timely cost feedback.

  Last and most strategic, cost isn’t usually 
a non-functional requirement considered 
during the design phase, such as 
performance or security.

Imagine if an engineering team knew their 
service couldn’t cost more than $1,000 per 
month based on a certain production load.  It 
would certainly impact the way they designed 
their system. Engineers thrive on data, but they 
often don’t have access to cost requirements 
or cost feedback – which has to change.

Here are six common areas where tech debt 
accumulates in the average company.
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#1: Snapshots
DESCRIPTION: Snapshots are often used as a backup storage system in AWS. Nearly 
all companies spend money on snapshots, which isn’t a problem in and of itself. 

SYMPTOMS: If the team is spending 5-10 percent of the monthly bill on snapshots 
or has snapshots older than 90 days, this is an area of concern.

TYPICAL CAUSES: In many cases, snapshot costs build up because there aren’t 
non-functional requirements around backup and recovery.  If conservative 
defaults are left in place or no explicit lifecycle policies are created, costs can 
easily accumulate.  For applications built before 2018, snapshots had to be 
managed manually, which also leads to problems in some organizations.

WHAT CAN BE DONE: If possible, use the AWS Data Lifecycle Manager to automate 
snapshots. Then, change the retention period on existing snapshots, depending 
on the business’ requirements for the application or service. Typical retention 
periods may range from 7 to 14 days.  If the team has snapshots older than  
90 days, consider moving them to a lower-cost storage solution such as AWS 
Well-Archtiected framework. You can read more about EBS snapshots here. 

#2: Previous Generation Compute
DESCRIPTION: Previous generation compute is compute running on legacy AWS 
infrastructure.  It’s not always an easy area of cost tech debt to remedy. 

SYMPTOMS: If an application or an account is spending more than 10 percent of 
compute on previous generation hardware, this may be an area to remediate.

TYPICAL CAUSES: There are two main causes of previous generation compute, 
which speak to why it’s so complicated to fix:
  Once an application or service is in maintenance mode, moving to new 

hardware requires a lot of testing.
  Many times companies have previous-generation compute tied up in reserved 

instances, and they don’t want to lose the coverage.

WHAT CAN BE DONE:  If the business can migrate to the current generation 
hardware, companies can usually see cost reductions of 5-20 percent, as well 
as performance improvements. However, you need to proceed with caution. 
Updating an instance can require more effort than anticipated and have 
unintended consequences when upgrading to newer versions.

2
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https://aws.amazon.com/about-aws/whats-new/2018/07/introducing-amazon-data-lifecycle-manager-for-ebs-snapshots/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
http://www.cloudzero.com/ebs-snapshots
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#3: NAT Gateway
DESCRIPTION: Amazon’s NAT Gateway makes it easy to securely connect to the internet 
from a private subnet in a VPC.  Companies pay for usage hours and for gigabytes 
passing through the gateway. Many people use it because it’s a simple managed service. 

SYMPTOMS: If NAT Gateway costs exceed 5 percent of a feature or an account’s 
spend, this is an area of savings opportunity.

TYPICAL CAUSES: Data transfer within AWS is really complicated, and it’s hard to 
understand how much data is going to traverse the gateway at scale.  This can 
lead to architectures that have excessive NAT Gateway charges.  

WHAT CAN BE DONE: There’s an easy way to reduce NAT Gateway costs in five 
steps, which can be viewed within this blog post. The process involves first using 
FlowLogs to analyze data transfer through the gateway and using VPC endpoints, 
whenever possible, depending on the traffic and architecture.

#4: Amazon Simple Storage Service (S3)
DESCRIPTION: When most people think about S3, they think primarily about storage. There 
are actually three different cost drivers for S3 buckets: storage, api activity and data transfer.

SYMPTOMS: Typically, if the company is spending more than 10 percent of its AWS 
budget on S3, there may be areas to optimize costs.

TYPICAL CAUSES: S3 is one of Amazon’s oldest, most widely used services with broad applications. 
This broad applicability can lead to costly S3 buckets.  There are also a number of storage classes 
that not everyone understands, and the idea of intelligent tiering only came out in 2018.

WHAT CAN BE DONE:

  If storage drives S3 costs, turn on S3 data analytics for the bucket. This feature comes at a minimal 
cost, but after a few days, AWS will make recommendations on how to optimize storage tiers.

  If API activity or data transfer drives S3 costs, it’s a bit harder to diagnose.  Analyze the 
activity hitting the bucket, and work with engineering to explore optimizations.

  If data transfer drives the cost, explore the cache-control headers on the files within the 
buckets.  Oftentimes engineering must explore what’s causing all the data transfer.

  Beware lifecycle policies that migrate data to AWS Glacier on rapidly changing transactional 
data. The costs alone for just transitioning data to Glacier will dwarf the cost savings you gain 
from Glacier’s less expensive storage tier

You should consider the use cases of your system closely when you are working with S3. S3 is 
absolutely the lowest cost option for storing data, but if you have data that is very transactional and 
subject to high volume access, you should ensure caching is implemented correctly on your frontend 
or consider using a managed database like DocumentDB or DynamoDB to serve the data instead.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://www.cloudzero.com/blog/natgateway
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://aws.amazon.com/documentdb/
https://aws.amazon.com/dynamodb/
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#5: AWS Management Services
DESCRIPTION: AWS Management Services are used to help understand other services or 
resources. These typically include CloudTrail, CloudWatch, Amazon Macie, and Config.

SYMPTOMS: If your accounts spend more than 10-20 percent on AWS Management 
Services, there may be optimization opportunities.

TYPICAL CAUSES AND TO-DOS: Here are three causes, paired with a to-do to address it. 

  For CloudTrail specifically, spending more than a few hundred dollars per month 
can usually signal waste. Organizations get one free trail per account, and 
after that are charged per trail. In most cases you only need one organizational 
CloudTrail, so explore removing extraneous ones.

  CloudWatch varies more per organization. Cloud-native applications will spend 
more on CloudWatch, which drives higher percentages. High CloudWatch 
charges are usually a result of a few expensive logs and/or something making 
excessive ‘getMetricRequest’ API calls. Third party services can drive these costs 
up.  The solution involves looking at CloudTrail to identify the problematic actor, 
and then working with engineering to understand what is happening.

  Config’s cost scales based on the number of resources in an account and rules 
configured.  It can be higher than people anticipate, especially for more dynamic 
environments.  Config is easy to analyze based on the amount the company is 
paying per month relative to the value Config provides.

#6: DNS Queries
DESCRIPTION: Amazon’s Route 53 service, among other things, connects user 
requests to infrastructure running on AWS.  Engineering teams don’t always realize 
they’re paying for DNS queries.

SYMPTOMS: There’s no hard and fast symptom here, as costs can range greatly.  
As a general rule, companies can optimize if they’re spending more than $250  
per month on DNS Queries.

TYPICAL CAUSES: The main driver of DNS costs is usually an org with lots of publically 
available infrastructure.  Occasionally, companies spend hundreds or thousands of 
dollars per month performing DNS lookups (which equates to billions of requests).  

WHAT CAN BE DONE: Work with engineering to understand why so many requests  
are being sent. This can usually be optimized (not removed), once identified.
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https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/macie/
https://aws.amazon.com/config/#:~:text=AWS%20Config%20is%20a%20service,recorded%20configurations%20against%20desired%20configurations.
https://aws.amazon.com/route53/
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PROACTIVELY 
CONTROLLING 
CLOUD COSTS 

Rather than retroactively fixing cost tech debt, proactively controlling 
cost can be a better long-term solution. Here are some of the top ways 
to get started.

Cost-Conscious Engineering
Embrace a cost-conscious engineering culture. Engineers make 
buying decisions daily – whether by the architectures they design 
or instances they start. The only way to strategically control cost is 
to empower engineering teams and hold them accountable for the 
cost, just like they’re accountable for performance and security. The 
AWS Well Architected Framework has a cost optimization section 
you can reference. 

Creating a cost-conscious engineering culture takes a combination of 
people, process, and technology.  

PEOPLE
Engineering teams 

embracing the 
challenge and product 
teams recognizing the 

non-functional business 
requirement of cost. 

PROCESS
Building a culture around 

using standard families/sizes 
and conservative defaults. 
It’s usually easier in AWS to 
increase performance than 

decrease it.

TECHNOLOGY
Operationalizing  
the cost metric.
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Manage Your  
Cloud Investment
Companies should be proactive about 
managing their cloud investment, not 
just their cloud costs. Change is a 
constant with AWS, and organizations 
struggle to understand what cost 
changes are meaningful to focus on. 
Increasing costs aren’t necessarily a 
problem, if the revenue for a product 
or feature is going up faster. It all starts 
with understanding how much your 
features and products cost. 

Aligning costs to features and products 
has traditionally been very difficult 
for a number of reasons, including 
inadequate tagging and organizations 
having numerous accounts. There’s 
also the reality of shared infrastructure 
and containerization, which make 
apportioning cost to specific features 
or products non-trivial. These 
challenges need to be addressed 
before the company can understand 
the costs of features or products. 

Cost Tech Debt:  
Waste Top 3

#1: IDLE EC2 INSTANCES

AWS EC2 provides secure and reliable 
compute capacity in the cloud. 

#2: IDLE RDS INSTANCES 

AWS RDS is a relational database 
service. Like EC2, it is one of the  
most popular AWS services.

#3: UNATTACHED EBS VOLUMES

AWS Elastic Block Store is a  
service commonly used with EC2  
for both throughput and transaction-
intensive workloads.  With the  
default configuration data, EBS  
does not get deleted when an  
instance is terminated.

TO DOS

 Use the EC2 compute optimizer  
to right-size

 Use CloudWatch to identify:
 Idle EC2: Low CPU, Memory  

and Network
 Idle RDS: No Connections  

and Low CPU
 Use EC2  Elastic Block  

Store (EBS) interface to view  
a volume’s state.

 Before deleting anything,  
make sure that data is no longer 
needed.  If so, take snapshots of 
data (lower cost storage option)

 Use EBS “terminate upon deletion” 
config  option
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Adopting the Right Process and Tooling
At a tactical level, it really comes down to having the necessary process and tooling in place 
to be able to hold teams accountable for the cost of their features and products.  Here’s some 
examples of questions to ask various stakeholders:

  FOR ENGINEERS: “What is causing the cost of my feature to grow or shrink?”
  FOR DEVOPS: “As our operations and customers grow are our spends scaling linearly? Are there 

operational changes that are causing costs to spike?”
  FOR PRODUCT TEAMS: Inquire about the costs of their products to support margin analysis. “Are 

the costs of our features / products trending acceptably per the business projections?”

Having a cost-conscious engineering culture and understanding the costs of your features 
and products serves as the foundation of what will let you start actively managing your cloud 
investment. This starts with providing the right context to the right teams. For product and 
engineering teams, this means showing them the costs for the features they are responsible 
for, so they can take ownership of their costs. It also means they need the right context to 
understand the underlying sources of each cost.  This can be accomplished in a number of ways, 
but solutions like CloudZero are purpose-built to help organizations adopt a proactive approach 
to cloud cost optimization by giving teams data on the cost of their features and products. 

FOR MORE INFORMATION, 
VISIT WWW.CLOUDZERO.COM 
TO GET A DEMO TODAY.


